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Abstract 

oftware vulnerability is a security flaw, glitch, or weakness found in software or in an operating system that 

can lead to security concerns. With the ever increasing expansion of web-based database applications 

especially over the Internet, SQL injection vulnerabilities have become more widespread and of more concern 

to software analysts, designers and programmers. The aim of this paper is to investigate the damaging effects 

of SQL Injection vulnerabilities found in source codes and analyze ways of fixing such vulnerabilities. The 

root causes of SQL injection vulnerability are first investigated. This leads to a thorough analysis of the damaging 

effects of SQL injection and their categorization into authentication bypass, modification of data, denial of service 

and privilege escalation. In order to further investigate these damaging effects a collection of source codes are 

manually inspected, analyzed and classified. The vulnerabilities in each program are then removed using the 

methods of input validation, parameterized queries and stored procedures. 
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Introduction 

Software vulnerability is a security flaw, glitch, or weakness found in software or in an operating system 

that can lead to security concerns (Jimenez et al, 2009). A  software  vulnerability  can  be  seen  as  a  flaw,  

weakness  or  even  an  error  in  the system that can be exploited by an attacker in order to alter the 

normal behavior of the system. Because the number of software systems increases every day, the number 

of vulnerabilities are also rapidly expanding. It is therefore important for software developers and the 
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general public to know about vulnerabilities and their prevention and detection.Most  of  the  known  

vulnerabilities  are  associated  with  an  incorrect  manner  of  dealing with  the  inputs  supplied  by a 

user  of  a  system.  If  these  inputs  are  not  correctly processed  before  using  them  in a   program,  

they  can  generate  unexpected behavior of the system ( Cavalli, 2009).  

There are different types of software vulnerabilities including memory access violation, buffer overflow, 

cross site scripting, format string bugs and SQL injection. With the ever increasing expansion of web-

based database applications especially over the Internet, SQL injection vulnerabilities have become more 

widespread and of more concern. The aim of this paper is to investigatethe damaging effects of SQL 

Injection vulnerabilities found in source codes and analyze ways of fixing such vulnerabilities. 

 

Review of Related Work 

The causes of software vulnerability are many including those introduced during designing and coding 

(Bosuet al, 2014), those that appear at the time of its deployment (distribution and installation), and those 

introduced during its operation by fraudsters and hackers, especially if it runs on a networked platform. 

(Assal, 2015).  

 

Software applications that contain databases have become important services in our daily lives. Millions 

of users use web and standalone applications to obtain information, perform financial transactions, have 

fun, socialize, and communicate (Scholteet al, 2012). In today's world, applications that contain SQL 

(Structured Query Language) in the database play a very important role in our individual lives as well 

as in any country's development (Kindy and Pathan, 2013). Nowadays, billions of transactions are done 

online with the aid of different web applications and standalone systems, and the security level is weak, 

which makes them vulnerable to get compromised. Such web applications and standalone systems are 

frequently targeted by attackers. In most instances, a user has to be identified before any communication 

is established with the back-end database. An arbitrary user should not be allowed access to the system 

without proof of valid credentials. A recent review by Lawalet al (2016) showed that the attackers had 

different reasons including data extraction, data modification, database fingerprinting, performing 

denial-of-service and executing remote commands. Majority of these are SQL injection attacks that are 

used by hackers to retrieve, manipulate, fabricate or delete information in databases (Landsmann and 

Stromberg, 2003),. SQL injection poses security threats in standalone and web applications (Halfondet al, 

2006) allowing attackers to obtain unrestricted access to the database which can cause very damaging 

consequences. Injection attacks exploit vulnerabilities of webpages by inserting and executing malicious 

code(Ruse et al, 2010). 

As database applications expand, there is an increase in SQL injection vulnerability (Kalset al, 2006).This 

is because many application vulnerabilities are from generic input validation problems. Also because we 
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use web application and standalone systems every day, the role of web security has to be put into 

consideration as well (Kirdaet al, 2006). SQL injection attack (SQLIA), is one of the most damaging effect 

to software. SQL injection is an attacking technique in which specially crafted input string result in illegal 

queries to a database (Ogheneovo and Asagba 2012). SQL injection attacks occur due to vulnerabilities 

in the design of queries where a malicious user can take advantage of input opportunities to insert code 

in the queries that modify the query-conditions resulting in unauthorized database access (Ruse et al, 

2010). 

Another study on SQL injection vulnerabilities arises from the programming language type system 

perspective (Shar and Tan 2013). Security patches reported for a set of widely applications written 

strongly in programming languages like (Java, C#, VB.NET etc.) were analyzed in order to understand 

the fault of the vulnerabilities based on the programming languages. The comparison points out that 

some of the types of defects that lead to vulnerabilities are programming language independent, while 

others are strongly related to the language used (Seixas et al, 2009). Strongly typed languages have less 

vulnerability when compared to other programming languages. 

In software that often relies on back-end database, data is usually extracted by performing queries that 

are assembled using inputs provided by the users of the applications. If user input is not sanitized 

correctly, it is possible to perform a variety of attacks that leverage   applications to compromise the 

security of back-end databases (Valueret al, 2005). Unfortunately, it is not always possible to identify 

these attacks using some technique like signature-based intrusion detection systems (Sharma et al, 2012).  

Detection techniques can be used to detect SQL injection in the database by creating a profile for a 

legitimate database and by also applying some rules on XML file containing queries submitted from 

application to the database. Another detection process is by observing the structure of the query that is 

stored in XML files in other to minimize false positive alarms.SQL injection vulnerability can also be 

detected using automated tools like black box scanners which are a compilation of various detecting tools 

put together to scan for vulnerability (Khoury et al. 2011).Another detecting technique is by using static 

analysis technique for detecting application with vulnerabilities such as SQL injections attacks (Livshits 

and Lam, 2005). These vulnerabilities arise as a result of unchecked input, which is widely recognized as 

the most common source of security vulnerabilities in web applications and standalone systems. The 

static analyzer finds all vulnerabilities matching the specification in the statically analyzed code. 

 

 

Methodology 

In order to carry out this research project, the methodology shown in Figure 1 below was used: 

 

 

BEGIN 
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Figure 1:  Diagram Showing the Methodology for the Research 

 

Steps Followed in Carrying Out the Project 

The first task is to investigate the root causes of SQL injection vulnerability; this will lead to a thorough 

analysis of the damaging effects of SQL injection. As part of this analysis a categorization is made for the 

types of damaging effects caused by SQL injection. In order to further investigate these damaging effects 

a collection of students source codes are analyzed using the method described in the activity diagram 

shown in Figure 2 below. 
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Figure 2:  Activity diagram showing how the students’ source codes were scanned. 

In the activity diagram, the source codes of the students were scanned one after another. If the source 

code does not contain SQL injection vulnerability is discarded; otherwise, if the source code contains SQL 

injection vulnerability, the vulnerability will be classified manually into four types of damaging effects 

which include; authentication bypass, modification of data, privilege escalation and denial of service. 

Each vulnerability is then fixed using input validation, parameterized queries or stored procedures. 

The students’ source codes were obtained from the Department of Computer Science, Bayero University 

Kano, Nigeria. They were 152 samples in all written in various programming languages like java, php 

and Visual Basic. They were project works in a variety of areas including Cryptography, image 

processing, fuzzy logic and so on. They were all scanned using a Static Vulnerability Scanner and only 

20 of them were found with SQL injection vulnerability. The codes were manually analyzed and the 

results were classified under the name of the program, description of the software, name of the 

vulnerability, type of vulnerability, damaging effects, and preventive measures to fix the code. In 

addition, another analysis is made on the basis of; the length of code of the program with the 

vulnerabilities in the code, and the number of SQL statements in the program with the number of SQL 

vulnerable statements.  

The Simple Vulnerability Scanner is the software that was used to scan the 20 source codes containing 

SQL injection vulnerabilities. The Simple Vulnerability Scanner was downloaded from the Source Forge 

website (https://sourceforge.net/directory/simplestarticvulnerabilityscanner). The Simple 

Vulnerability Scanner tool is used to scan each source code from top to bottom, one line after another, 
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looking for any function call, or code fragment that is considered vulnerable. If the suspected code 

fragment is found, the software copies the lines of code which are vulnerable, and also the number of the 

line of code. The results from the tool are manually analyzed and each vulnerability is classified based 

on its possible damaging effects.  

Classification of the Damaging Effects of SQL Injection 

The damaging effects include authentication bypass, modification of data, privilege escalation, and 

denial of service. They are briefly discussed below: 

 

Authentication Bypass 

Unauthorized access is an act of gaining access to a system or application without permission. Before any 

other damage is done on a system the first damage to be done must be authentication bypass. 

Authentication bypass gives the system a high vulnerability if the unauthorized user is viewing personal 

data of users or some other confidential information. On the other hand, if an authentication bypass gives 

the unauthorized user access to static non-personal pages of an application or some other non-

confidential information, then the vulnerability is low.  

 

Modification of Data 

Another damaging effect that can arise from SQL injection is the modification of data in the database of 

the system. This is achieved by using either insert, update or delete methods. A user that is not 

legitimately authorized to modify data can change the information in the database.  

 

Privilege Escalation 

In privilege escalation, an illegitimate user assumes the right of the admin who has the access to perform 

various tasks in the database of an application. Privilege escalation is done by the user whereby the user 

changes the username and password of the admin. He/she then becomes the super admin.  

 

 

Denial of Services 

Denial of service is when information of a system becomes lost, unavailable, or unusable to authorized 

users. If denial of services is performed on networking systems, deletion of sensitive files and folders can 

lead to loss or crash of the computer system and it can also lead to disabling of the network of the 

computer. 

 

Results 
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This section gives the analysis of the manual inspection for the results obtained when the 20 source codes 

that contain SQL Injection vulnerabilities were run through the Simple Vulnerability Scanner. The 

analysis consists of the classification of the damaging effects that may occur as a result of the SQL 

Injection vulnerabilities and how the vulnerabilities can be prevented in the first instance from occurring. 

Out of the 152 programs that were scanned, vulnerabilities were found in only 20 of them. When they 

were manually reviewed, the vulnerabilities in the 20 scanned programs were classified as shown in 

Table 1 below:  

Table1. Table showing The Results of the Analysis 

S/N SOURCE CODES Lines 

of 

Code 

No of Vuls No of SQL 

Statements 

No of Vul 

SQL 

Statements 

A

B 

MD PE DOS 

1. ADD 54 1 1 1 0 1 0 0 

2. ADDENTRY 188 1 2 1 0 1 0 0 

3. ADDNEWENTR. 376 1 2 1 0 1 0 0 

4. BOOKING 500 5 10 5 4 1 0 0 

5. CHANGEPRICE 408 1 3 1 0 1 0 0 

6. EDITFILECOPY 674 14 17 14 7 7 0 0 

7. EDIT PROFILE2 769 17 20 17 11 6 0 0 

8. FRIEND 624 30 35 30 30 0 0 0 

9. LOGIN 550 6 7 6 3 0 3 0 

10. LOGINSCREEN 142 2 2 2 1 0 1 0 

11. MODIFY 54 2 2 2 0  2 0 0 

12. NEWUSER 149 1 1 1 0  1 0 0 

13. ORKUT 285 1 1 1 1 0 0 0 

14. PASSWORD 94 1 1 1 1 0 0 0 

15. PATIENTS 332 1 1 1 1 0 0 0 

16. PATIENTSSQL 139 2 2 2 0  1 0 1 

17. UPDATEENTRY 259 2 2 2 1  0 0 1 

18. UPDATEINSERT 78 1 1 1 1 0 0 0 

19. SCHEDULE 356 3 5 3 1  2 0 0 

20. VULNERABILIT 65 4 4 4 0 4 0 0 

 TOTAL 5920 96 119 96 62 28 4 2 

KEY: 

AB: AUTHENTICATION BYPASS 

MD: MODIFICATION OF DATA 

PE: PRIVILEGE ESCALATION 

DOS: DENIAL OF SERVICE 

Authentication bypass came up with the highest number of occurrences which is 62 vulnerabilities while 

modification of data was next with 28 vulnerabilities. Privilege escalation came up with 4 vulnerabilities 

and denial of service had 2 vulnerabilities. Fig. 3 below shows the breakdown of damaging effects that 
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occurred as a result of SQL injection vulnerabilities.  Authentication bypass accounted for 64.58%, 

modification of data had 29.16%, privilege escalation accounted for 4.16% and denial of service had 

2.08%. 

 

Figure 3: Chart showing the analysis of the damaging effects.  

In Figure 4 below, the number of lines of code in a program were mapped against the number of SQL 

vulnerabilities in the program. As expected, it was found that as the length of code increased, the number 

of vulnerabilities also increased. Codes like “editprofilecopy” that are very long have the largest number 

of vulnerabilities while those  such as  “add”, ”addentry”, “addnewentry”, “password” and 

“updateinsert” that are fairly short have fewer vulnerabilities. However, when the program size was 

small, the curve was relatively flat suggesting almost the same number of vulnerabilities for small sized 

programs.  

In Figure 5, the number of SQL statements in a program are compared against the number of vulnerable 

SQL statements. It is found that the more the number of SQL Statements in the source code the more the 

vulnerable SQL statements. It is interesting to note that the curve is flat showing that, whether the size 

of the code is small or large, the number of vulnerable SQL statements is a constant ratio of the total 

number of SQL statements.   
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Figure 4: Chart showing the Relationship between No of Lines of Code and No of Vulnerabilities 
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Figure 5: Chart Showing the Relationship between No of SQL Statements and No of Vulnerable SQL Statements 

Removing the Vulnerabilities 

The fixing of such vulnerable codes is generally done through the use of parameterized queries, stored 

procedures or input validation. These are briefly described below:  

 

Parameterized Query 

In parameterized queries, the user is forced to implement the SQL logic first which is followed by the  

input statement, then the SQL query is built and lastly the user input is passed as a parameter along with 

its data type defined. The parameterized query uses what is called a prepared statement which is a 

feature used to execute SQL statements with a high efficiency of protecting the parameters. Typically it 

uses SQL statements such as queries of UPDATE, INSERT and SELECT statements.  The prepared 

statement takes the form of a template into which certain constant values are substituted during each 

execution. The prepared statement has four formats that can be used to fix the different SQL statements 

namely SELECT, UPDATE DELETE and INSERT. These formats are briefly described below: 

 

Stored Procedures  

Stored procedures are another approach for fixing SQL injection vulnerabilities. A stored procedure is 

like a parameterized query but in some way, a stored procedure is a single or group of SQL statements 

that are executed all at once. It has the following format for select, insert, update and delete methods. 
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Input Validation 

Input validation technique is another way that is used in fixing SQL injection vulnerabilities. Input 

validation use two techniques namely the white box and the black box techniques. They depend on 

clients’ or customers’ requirements based on user perspectives in order to handle the issue of valid and 

invalid inputs. The black box implementation involves the rejection of all unwanted input while the 

white box implementation ensures the acceptance of only valid inputs into the system. The white box 

and the black box techniques have the following format: 

 

Comparing Between the Different Approaches 

It is useful to compare amongst the different approaches. However, the input validation method cannot 

be compared with the other two approaches (stored procedures and parameterized queries) since it is 

restricted principally to validating usernames and passwords during login procedures. The differences 

between the stored procedure and parameterized query differ in terms of accuracy, flexibility and 

performance. First, when a stored procedure is created, the database works each time a procedure is 

created like validating the parameters, inserting the parameters into the query, calling the parameters 

and building a plan. When the stored procedure is called, all it has to do is to plug in the input parameters 

and run. However, when a parameterized query is made, the database has to do everything right and 

then validate, check syntax, and build a plan. Therefore parameterized query runs much faster than 

stored procedure. Sometimes stored procedures do not really fixed SQL injection because in the create 

procedure, another query can be repeated inside the procedure, so calling another procedure into a 

procedure might not really fix the SQL vulnerability. However, parameterized queries employ code re-

use where queries written once can be re-used multiple times without writing the same SQL commands 

over and over again (Gulutzan, 2005). 

Overall, it appears that parameterized queries are the best approach to be used in preventing SQL 

injection vulnerabilities, because they can be used to fix parameters in simple operations like update, 

INSERT, DELETE or SELECT data in a table simply without repeating the parameters that are contained 

in the query every time. However, in stored procedures, the “CREATE PROCEDURE” repeats the 

dynamic queries as well as the parameters that are in the queries (Wei, 2006). 

Parameterized queries were used to fix most of the identified vulnerabilities in the 20 source codes 

because of their better accuracy, flexibility and performance over and above stored procedures. The use 

of stored procedures, especially for simple queries, tends to require more lines of code than for 

parameterized queries which results in more work for the database.  For example writing 500 stored 

procedures in a single database with lengthy queries and validating parameters gives a lot of work to 

the database. Using parameterized queries, on the other hand, could require much less code and 

therefore much less work for the database. 
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In the final analysis, as shown in Table 2 below, parameterized queries were used to fix 62 vulnerabilities, 

stored procedures were employed to take care of the other 27 vulnerabilities and the input validation 

method was used for the remaining 4 vulnerabilities. 

Table2: Table showing the results for the fixing of 20 source code. 

 S/N JAVA PROGRAM 

(.JAVA) 

  STORED 

PROCEDURE 

PARAMETERIZED 

QUERY 

INPUT VALIDATION 

1. ADD  1 0 0 

2. ADDENTRY 0 1 0 

3. ADDNEWENTR. 0 1 0 

4. BOOKING 2 2 0 

5. CHANGEPRICE 0 1 0 

6. EDITFILECOPY 6 8 0 

7. EDIT PROFILE2 9 9 0 

8. FRIEND 0 30 0 

9. LOGIN 0 0 3 

10. LOGINSCREEN 0 0 1 

11. MODIFY 2 0 0 

12. NEWUSER 0 1 0 

13. ORKUT 0 1 0 

14. PASSWORD 0 1 0 

15. PATIENTS 0 1 0 

16. PATIENTSSQL 0 2 0 

17. UPDATEENTRY 0 2 0 

18. UPDATEINSERT 0 1 0 

19. SCHEDULE 3 0 0 

20. VULNERABILIT 4 0 0 

Total 27 62 4 

 

The chart below shows the breakdown in the type of method used to fix the identified vulnerabilities. 

Parameterized queries account for 66.7% while stored procedures have 29.0%. The input validation 

method was used only in login procedures accounting for only 4.3%. 
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Figure 6: Chart showing the Breakdown on How the Vulnerabilities Were Fixed 

 

Conclusion 

This paper has shown that the damaging effects of SQL injection vulnerabilities include authentication 

bypass, modification of data, privilege escalation and denial of service. The analysis on these damaging 

effects shows that authentication bypass had the largest number (62) followed by modification of data 

(28) then privilege escalation (4) and the least was denial of service (2). It was found that as the length of 

code increased, there were more SQL statements and, with more SQL statements, there were likely to be 

more SQL injection vulnerabilities. The vulnerabilities were fixed using three methods namely input 

validation, parameterized queries and stored procedures. Parameterized queries were found to be the 

preferred method of fixing these vulnerabilities. Regarding future work, there is the need for additional 

tools that will not only find vulnerabilities in source codes but also suggest ways of fixing them. These 

would especially be useful in those Integrated Development Environments (IDEs) that currently do not 

have them. It is also important that when designing new programming or scripting languages, extra care 

should be taken to ensure that they do not pose any threats of vulnerabilities. 
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